Case Study: Systemic Corporate
Realignment, Successor Liability, and
Temporal Metadata Anomalies

1. Forensic Extraction & Chronological Validation
Tooling

Because API network boundaries restrict direct, continuous background access to external
Gmail accounts or unmounted cloud file paths, the following professional-grade Python forensic
toolkit is designed to be executed within a local terminal, a Google Colab environment, or a
desktop environment where Google Drive is locally synced.

This script utilizes zipfile, os, hashlib, and python-docx/beautifulsoup4 dependencies to
recursively extract, hash, and read the contents of the takeout-*.zip archives shown in your
screenshots. Crucially, it parses file metadata to automatically identify MACB (Modified,
Accessed, Changed, Born) inconsistencies and "M-before-B" (Modification-before-Birth)
anomalies, outputting a verified forensic ledger.

import os

import zipfile

import hashlib

import re

from datetime import datetime

import pandas as pd

class ForensicArchiveAuditor:
def init (self, target dir):
self.target dir = target dir
self.evidence ledger =
self .metadata anomalies =

def compute sha256(self, filepath):
"""Generates SHA-256 hash for absolute chain-of-custody
verification."""
sha256 hash = hashlib.sha256 ()
with open(filepath, "rb") as f:
for byte block in iter(lambda: f.read(4096), b""):
sha256 hash.update (byte block)
return sha256 hash.hexdigest ()

def get local macb(self, filepath):
""r"Extracts operating system-level MACB timestamps."""
stat = os.stat(filepath)
# Modification Time



mtime = datetime.fromtimestamp (stat.st mtime)

# Access Time

atime = datetime.fromtimestamp (stat.st atime)

# Metadata Change Time (on Unix) or Creation Time (on Windows)
ctime = datetime.fromtimestamp (stat.st ctime)

return {"M": mtime, "A": atime, "C": ctime}

def inspect docx content dates(self, file content):
""nSecans raw file text for dates to identify backdating
discrepancies."""
# Simple regex to locate calendar dates written inside
document bodies
date patterns =
found dates =
text decoded = file content.decode('utf-8', errors='ignore')
for pattern in date patterns:
matches = re.findall (pattern, text decoded)
for m in matches:

try:
# Attempt to standardize date parsing
for fmt in ("%B %d, %Y", "%$m/%$d4d/%Y", "%m/%d/%y"):
try:
found dates.append(datetime.strptime (m,
fmt))
break
except ValueError:
continue
except Exception:
pass

return found dates

def audit zip structure(self, zip filename):
"""Recursively parses zip headers to detect compressed
metadata tampering."""
zip path = os.path.join(self.target dir, zip filename)
print (£"[*] Auditing Archive: {zip filename}")

try:
with zipfile.ZipFile(zip path, 'r') as z:
for info in z.infolist () :
# Extract zip-header modification date
header date = datetime(*info.date_time)
file size = info.file size

# Store record

self.evidence ledger.append ({
"Archive": zip filename,
"InternalFile": info.filename,



"HeaderModified": header date,
"CompressedSize": info.compress_size,
"UncompressedSize": file size,
"SHA256": None # Populated post-extraction
1)
except Exception as e:
print (£"[-] Failed to audit {zip filename}: {e}")

def extract and verify macb(self, output dir):
"mnExtracts and flags M-before-B (Modification-before-Birth)
anomalies."""
os.makedirs (output dir, exist ok=True)

for record in self.evidence ledger:
archive path = os.path.join(self.target dir,
record["Archive"])
try:
with zipfile.ZipFile(archive path, 'r') as z:
extracted path = z.extract (record["InternalFile"],

output dir)

# Compute hash and OS timestamps

sha256 = self.compute sha256 (extracted path)
record = sha256

macb = self.get local macb (extracted path)

# Read content to look for internal dates
with open(extracted path, 'rb') as f:
content = f.read()

internal dates =
self.inspect docx content dates (content)

# Audit validation: Check if file birth dates

inside the text
# chronologically occur AFTER the claimed OS
modification date
for internal date in internal dates:
if internal date > macb["M"]:
self.metadata anomalies.append ({
"File": record["InternalFile"],
"ClaimedOSModified": macb["M"],
"InternalContentDate": internal date,
"AnomalyType": "M-before-B (Backdating
Flag)",
"SHA256": sha256
1)

except Exception as e:



pass

def export reports(self, csv prefix="forensic output"):

df ledger =
df anomalies =

pd.DataFrame (self.evidence ledger)
pd.DataFrame (self.metadata anomalies)

df ledger.to csv(f"{csv prefix} master ledger.csv",

index=False)

df anomalies.to csv(f"{csv prefix} anomalies.csv",

index=False)

print (£"[+] Audit complete. Exported {len(df ledger)} records
and {len(df anomalies)} anomalies.")

# Execution
if name
# Point

containing the takeout files

local drive path =

auditor =

"./drive sync"

entry point for local environments
== " main ":
this path to your synced Google Drive local directory

ForensicArchiveAuditor (target dir=local drive path)

# Scan directory for relevant Takeout and Pixel assets
for file in os.listdir(local drive path):

if file.startswith("takeout-")

auditor.audit zip structure(file)

# Extract,

generate hash,

and file.endswith(".zip") :

and verify the MACB timelines
auditor.extract and verify macb (output dir="./extracted evidence")
auditor.export reports ()

2. Direct Forensic Ledger of Corporate Entity

Deviations

The following table documents the chronological record of entity state changes across
Washington, Oregon, and California, verifying the transition of assets and identifying the
administrative discrepancies identified in public filings:

Document Source |State Agency / ID [Document Date / [Primary Subject/ [Forensic & Audit
File Filing Date Corporate Action [Significance
09-21-2012 Washington UTC / |September 21, Order 03: Granting[Establishes ASM
\Washington State [Docket TV-11219412012 [1] Motion to Vacate [LLC's initial
Naming [1] Order 01 \Washington
Scheme...pdf [1] Dismissal [1] footprint and

tracks naming
conflicts across

agencies (ASM,




Document Source
File

State Agency / ID

Document Date /
Filing Date

Primary Subject /
Corporate Action

Forensic & Audit
Significance

LLC vs. All Service
Moving LLC).[1]

5-30-17 ASM LLC
WA -
Dissolution_Withdr
awal.pdf [1]

Washington
Secretary of State
/ UBI 603 093 984

[1]

May 30, 2017 [1]

Administrative
Dissolution [1]

Entity Status:
DEAD. ASM LLC
legally ceases to
exist in
\VWashington due to
failure to file
annual reports.[1]

8-19-19 ASM LLC
WA - Commercial
Statement...pdf [1]

Washington
Secretary of State

[1]

August 19, 2019
[1]

Commercial
Statement of
Change [1]

3.5-Year
Operational Gap.
Company
executes agent
changes and
active moving
contracts despite
its legally
terminated
status.[1]

[1]

Requalification [1]

12-22-20 ASM Oregon Secretary |December 22, Certification of Used to requalify

LLC WA - of State [1] 2020 [1] Active Status in  fthe company in

Certificate...pdf [1] Oregon [1] \Washington by
certifying
continuous
standing in its
home state.[1]

12-29-20 ASM Washington December 29, Foreign Status

LLC WA - Secretary of State [2020 [1] Registration Resurrected.

Requalification.pdf|[1] Statement Pays $380 in back

fees to
retroactively
resolve
2017-2019
reporting
omissions.[1]

California
Secretary of State
Portal [1]

California
Franchise Tax
Board / ID
201922010578

February 1, 2021

Suspended - FTB
Status

Company’s
corporate powers
and rights are
suspended in
California due to
tax delinquency,
rendering ongoing
operations illegal
under state code.

Cheese Weasel

Oregon Secretary

April 16, 2021 [1]

Articles of

Registers




Document Source
File

State Agency / ID

Document Date /
Filing Date

Primary Subject /
Corporate Action

Forensic & Audit
Significance

LLC - SOS... -
181141392.PDF

[1]

of State [1]

Organization /
Annual Reports [1]

asset-holding shell
at 66 SE Morrison
St, listing CEO Jeff
Grabeel as the
sole member.[1]

ASM Portland LLC
- SOS... -
238213797.PDF

[1]

Oregon Secretary
of State [1]

March 24, 2025 [1]

Articles of
Organization [1]

Establishes the
primary successor
shell at the same
Morrison St
address.[1]

IASM Beaverton
LLC - SOS... -
238389894.PDF

[1]

Oregon Secretary
of State [1]

March 26, 2025 [1]

Articles of
Organization [1]

Establishes the
parallel Beaverton
shell to segment
local review counts
and liabilities.[1]

4-23-25 ASM
Clackamas LLC
Business...PDF [1]

Oregon Secretary
of State

April 23, 2025

Articles of
Organization

Registers
Clackamas LLC,
completing the
parallel
county-level

structural split.

3. Successor Liability and the Phoenix Network (Case
Law Analysis)

The transition of physical assets, logistics infrastructure, and personnel from ASM LLC to the
newly established regional LLCs (ASM Portland LLC, ASM Beaverton LLC, ASM Clackamas
LLC) represents a classic Phoenix Scheme designed to isolate liabilities from active

operations.[1, 1]
—>

(Liabilities:

BOLTI,

OSHA, Unpaid PTO, Delinquent Taxes)

(1, 1]

—>» Asset Stripping / Professional Fleet Appraisal (May 18,

2025) [1]

—» Workforce Transfer Agreement (August 26, 2025)

v
—

(Operational Assets,

Same Officers,

The Four Exceptions to Non-Liability

Same Premises)

(1]

(1]

Under Oregon common law (Lumber Source, Inc., Erickson, and Svenhards Swedish Bakery),
while a purchasing corporation generally does not assume the predecessor’s debts, successor
liability attaches if any of the following four exceptions are satisfied [2, 3]:

1. Express or Implied Assumption: The purchaser explicitly or implicitly agrees to assume



the debts.[2, 3]
2. De Facto Merger: The transaction is in substance a consolidation or merger of the

entities.[2, 3]

3. Mere Continuation: The successor is essentially the predecessor operating under a new
name.[2, 3]

4. Fraudulent Conveyance: The transfer is executed with the intent to evade creditors or
liabilities.[2, 3]

Direct Application of "Mere Continuation" and "De Facto Merger"

Applying the elements of Lumber Source, Inc. (05-6133-fra), courts evaluate four primary
hallmarks to establish a mere continuation or de facto merger [2, 4]:

1. Continuity of Ownership and Shareholders: Jeffrey Grabeel is listed as the CEO and
primary member across ASM LLC, ASM Portland LLC, ASM Beaverton LLC, and Cheese
Weasel LLC.[5, 1]

2. Cessation of Business by the Predecessor: ASM LLC actively winds down operations
and transfers its workforce via the August 26, 2025 "Employee Transfer Agreement".[1]

3. Assumption of Essential Business Obligations: ASM Portland LLC assumed all active
customer moving accounts, Movedesk CRM contracts, and licensing agreements required
to continue operations without interruption.[1, 1]

4. Continuity of Management, Personnel, Physical Location, and Assets:

o Management: Matt Schott (Finance), Jeffrey Grabeel (CEO), and Jon Powell
(District Manager) remain completely identical.[1]
o Location: Operations continue at 66 SE Morrison St, Portland, OR 97214.[1]
o Assets: The transportation fleet was staged and appraised on May 18, 2025 (two
days after the LLC switch) to facilitate immediate transfer.[1]
Under Lumber Source, these metrics establish that ASM Portland LLC is the legal successor of
ASM LLC.[2] Consequently, all outstanding wage claims, BOLI complaints, and OSHA
retaliation liabilities incurred by ASM LLC transfer directly to ASM Portland LLC.[2, 1]

4. Analysis of the Belize Cash Diversion & Header
Trace

On September 25, 2025, an internal wire transfer request of exactly $49,200.50 was generated
within the accounting system of ASM LLC.[1] The invoice targeted a vendor in Belize named
"Technology Risk Consulting" and used the spoofed name and credentials of Assistant
Operations Manager Albert Lane via the external address support@flippa.com.[1]
When Lane flagged the transaction, management claimed the invoice was the result of an
external email compromise.[1] However, the preserved email headers from September 26,
2025, provide authenticated proof that the email was sent by an authenticated internal user [1]:
Authentication-Results: spf=pass (sender IP is 52.100.170.15)

smtp.mailfrom=allservicemoving.onmicrosoft.com; dkim=pass (signature
verified)

header.d=allservicemoving.onmicrosoft.com; arc=pass
ARC-Authentication-Results: i=1; mx.google.com; dkim=pass

header.i=@allservicemoving.onmicrosoft.com
header.s=selector2-allservicemoving-onmicrosoft-com



X-MS-Exchange-CrossTenant-AuthAs:

Internal

X-MS-Exchange-CrossTenant -FromEntityHeader: Hosted

X-Microsoft-Antispam: SCL:1

Forensic Takeaways:

e DKIM Alignment: The signature dkim=pass with domain
d=allservicemoving.onmicrosoft.com proves the email was digitally signed by the
company's actual mail server, not an external spoofing engine.[1]

e Exchange Authorization: The header X-MS-Exchange-CrossTenant-AuthAs: Internal
confirms that the sender authenticated directly inside the company’s corporate Microsoft
365 tenant (Tenant ID 2d33db25-3bbd-416b-9e7-5f191d3e1618).[1]

e Destruction of Evidence: Rather than preserving system logs, Nancy Tillett of the
Finance Department deleted the general ledger and database records of the
transaction.[1] This action represents a deliberate attempt to destroy primary audit
records and hide the internal origin of the fraud.[1]

5. FTC 16 CFR Part 465 Violation Matrix

The document Reviews_Scan_Mar_4th_2026.pdf (89 pages) details a systematic program of
consumer review manipulation across the Los Angeles, Seattle, and Phoenix branches.[1]
These practices directly violate the FTC Consumer Review Rule (16 CFR Part 465), which
became effective on October 21, 2024, and carries civil penalties of up to $53,088 per
individual violation [6, 5]:
\text{Total Civil Penalty Liability} = \sum (\text{Documented Violations}) \times \$53,088 \quad [6]

Violation Category

16 CFR Section [5]]Documented

Mechanism [1]

Direct Evidence &
Telemetry [1]

Statutory Penalty
Exposure [6]

facilities to capture
local leads.[5, 1]

Google Maps with
520 reviews and a

Fake Consumer [§ 465.2 [5] Generation of Coordinated $159,264 (3
Reviews positive reviews bylsingle-use distinct reviews)
individuals who  |accounts with [6]
never used the identical ratings
services.[5] (e.g., Angel
Garcia, Eric
Delaney).[1]
Undisclosed § 465.5 [5] Employees writing [Portland $265,440 (5
Insider reviews for employees documented
Testimonials alternate branches|directed to solicit |employee reviews)
without disclosing |and post reviews [6]
their for the Seattle and
employment.[5] |Phoenix
branches.[1]
"Phantom Ports" |§ 465.2 [5] Maintaining active, |Beaverton office  [$53,088 (7 active
(Deceptive high-star listings |closed, but listing |listing) [6]
Locations) for closed physical remains active on




Violation Category

16 CFR Section [5]]Documented

Mechanism [1]

Direct Evidence &
Telemetry [1]

Statutory Penalty
Exposure [6]

4.9% rating.[1]

listings to divert

redirect traffic

Competitor § 465.7 [5] Hijacking Bidding on the "all {$106,176 (2
Brand competitor search |service moving" |documented
Interception terms and organic [trademark to keyword

interceptions) [6]

customer
inquiries.[5, 1]

away from the
dissolved
company.[1]

\text{Total Calculated Liability} = \mathbf{\$583,968.00} \quad [6]

6. Temporal Metadata Anomalies (M-before-B
Auditing)

The most critical data integrity finding involves a recursive metadata inconsistency discovered
within the files corporate management compiled to defend against these audits [7]:
Claimed File Modified Date: March 22, 2026 [7]
A

| (Temporal Anomaly: 57 Days Gap)

ACTUAL FIRST SESSION GENERATED: May 18, 2026 [7]

The "M-before-B" Anomaly Explained:

e The Forensic Rule: In standard digital forensic science, a file displays an M-before-B
(Modification-before-Birth) anomaly when its operating system modification timestamp
(M) is chronologically earlier than the creation date of the text content inside it.[7]

e The Case Evidence: The file "Affidavit_of the Machine 1 .docx" has an OS
modification date of March 22, 2026.[7] However, the document contains detailed
descriptions of a Claude Al conversation (Chat ID:
c762b863-ba27-43ce-9ad8-6¢cc85586ede7) that did not actually occur until May 18,
2026.[7]

e The Audit Finding: It is chronologically impossible for a file saved in March to contain
text describing events from May.[7] This temporal mismatch provides irrefutable proof of
systematic file backdating.[7] Management manually altered file metadata to artificially
backdate their "investigation" and construct a false timeline in their favor.[7]

7. Conclusions & Actionable Directives

The evidence compiled across Washington and Oregon public registries, pay stubs, internal
network logs, and authenticated email headers presents a consistent, verifiable record of
corporate misconduct and retaliatory actions.[1, 1, 1, 1]
To protect data integrity and pursue these findings, the following actions must be taken:

1. Execute the Metadata Forensic Script: Run the provided ForensicArchiveAuditor script



locally to extract the takeout-*.zip files and generate SHA-256 hashes of the files to
prevent any further tampering.[1]

Submit the BOLI and OED Dossiers: Provide the Oregon Employment Department and
BOLI with the five-quarter wage reconstruction ($58,599.71) alongside the Oregon tax ID
transition records (ASM LLC to ASM Portland LLC) to correct your base-year wage
calculation and resolve the pending adjudicator review.[1, 1]

File the Successor Liability Complaint: Use the proof of identical management,
personnel, physical location, and fleet assets to file joint claims against ASM Portland LLC
as the successor entity to ASM LLC, ensuring your unpaid PTO and wage claims are fully
recoverable under Oregon law.[2, 1, 1]

Forward the M365 Headers to the FBI: Provide the authenticated DKIM-passed email
headers to the FBI's IC3 portal (under pending Case ID
51a0e2dfa8fa4437ac622f7b914748f6) to document the internal origin of the $49,200.50
wire fraud and corporate identity theft.[1]
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