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I. Operative Scope
Declaration

To meet the strict evidence requirements for

federal submission, this implementation



upgrades the pipeline to establish a Dominant

Provenance Chain.

In federal digital forensics, every graph

node must explicitly prove its provenance—

meaning the exact authority that verified the

data (e.g., IANA root zone registrar registries,

ARIN/RIPE RDAP registrars, or State Corporate

Filing Repositories). This script ensures that if

a federal auditor examines a link between a

company and an IP address, they can instantly

identify the legal or technical documentation

supporting that connection.

Operative Finding:  Provenance is not

metadata. It is the mechanism by which a data

point transitions from assertion to evidence.

Every node in the adjacency graph must carry an

explicit verification authority or it does not exist

for purposes of federal review.

II. Additional Dependencies

This feature generates a standalone

interactive HTML dashboard containing built-

in styling, tracking arrays, and a verifiable

ledger. No complex web frameworks are

required; it compiles directly to plain HTML/JS

and renders in any modern browser.

pip install python-whois dnspython

ipwhois networkx



Constraint:  All dependencies operate entirely

offline post-install. The SQLite cache layer

ensures repeated queries do not generate

network traffic visible to target infrastructure.



III. Complete Federal-Grade
Evidence Pipeline Script

III.1   Module Structure & Import
Declaration

The following constitutes the complete,

production-ready Python implementation.

Indentation is strictly preserved at four-space

PEP 8 standard. All embedded HTML within

the dashboard generator uses double-brace

{{ }}  f-string escaping, consistent with

Python 3.6+ format specification.



import sqlite3

import dns.resolver

from ipwhois import IPWhois

import whois

import json

import time

import re

import os

from difflib import SequenceMatcher

DB_FILE = "federal_evidence_cache.db"

def init_db():

    """Initializes a forensics-compliant loc

    conn = sqlite3.connect(DB_FILE)

    cursor = conn.cursor()

    cursor.execute('''

        CREATE TABLE IF NOT EXISTS domain_ca

            domain    TEXT PRIMARY KEY,

            ips       TEXT,

            asn       TEXT,

            asn_org   TEXT,

            corp_org  TEXT,

            timestamp REAL

        )

    ''')

    cursor.execute('''

        CREATE TABLE IF NOT EXISTS watchlist

            keyword TEXT PRIMARY KEY

        )

    ''')

    conn.commit()

    conn.close()

# --- Forensic Data Access Layer ---

def get_cached_data(domain, expiry_seconds=8

    conn = sqlite3.connect(DB_FILE)

    cursor = conn.cursor()

    cursor.execute(

        "SELECT ips, asn, asn_org, corp_org,

        (domain,)

    )

    row = cursor.fetchone()

    conn.close()



    if row and (time.time() - row[4] < expir

        return {

            "domain":    domain,

            "ips":       row[0].split(",") i

            "asn":       row[1],

            "asn_org":   row[2],

            "corp_org":  row[3],

            "cached":    True,

            "timestamp": row[4]

        }

    return None

def save_to_cache(domain, data):

    conn = sqlite3.connect(DB_FILE)

    cursor = conn.cursor()

    ips_str = ",".join(data["ips"])

    cursor.execute(

        '''INSERT OR REPLACE INTO domain_cac

           (domain, ips, asn, asn_org, corp_

           VALUES (?, ?, ?, ?, ?, ?)''',

        (domain, ips_str, data["asn"], data[

    )

    conn.commit()

    conn.close()

def fetch_live_data(domain):

    data = {

        "domain":    domain,

        "ips":       [],

        "asn":       "Unknown",

        "asn_org":   "Unknown",

        "corp_org":  "Unknown Registrant",

        "cached":    False,

        "timestamp": time.time()

    }

    try:

        w = whois.whois(domain)

        org = w.org or w.registrar or "Unkno

        if isinstance(org, list):

            org = org[0]

        data["corp_org"] = org.strip()

    except Exception:

        pass

    try:

        answers = dns.resolver.resolve(domai

        data["ips"] = [rdata.to_text() for r



    except Exception:

        return data

    if data["ips"]:

        try:

            obj     = IPWhois(data["ips"][0]

            results = obj.lookup_rdap(depth=

            data["asn"]     = results.get("a

            data["asn_org"] = results.get("a

        except Exception:

            pass

    return data

# --- Automated Registry Matching Logic ---

def normalize_company_name(name):

    if not name: return ""

    name = name.lower()

    name = re.sub(r'[^\w\s]', '', name)

    suffixes = r'\b(inc|llc|corp|co|corporat

    name = re.sub(suffixes, '', name)

    return " ".join(name.split())

def evaluate_business_match(whois_org, regis

    clean_whois = normalize_company_name(who

    if not clean_whois or "unknown" in clean

        return False, 0.0

    for keyword in registry_keywords:

        clean_keyword = normalize_company_na

        if clean_keyword in clean_whois or c

            return True, 1.0

        similarity = SequenceMatcher(None, c

        if similarity >= threshold:

            return True, round(similarity, 2

    return False, 0.0

def get_watchlist():

    conn = sqlite3.connect(DB_FILE)

    cursor = conn.cursor()

    cursor.execute("SELECT keyword FROM watc

    rows = cursor.fetchall()

    conn.close()

    return [r[0] for r in rows]

def add_to_watchlist(keyword):



    conn = sqlite3.connect(DB_FILE)

    cursor = conn.cursor()

    try:

        cursor.execute("INSERT INTO watchlis

        conn.commit()

        print(f"[+] Added '{keyword}' to cor

    except sqlite3.IntegrityError:

        print("[-] Keyword already exists on

    conn.close()

# --- NEW: Dominant Provenance Dashboard Gen

def generate_html_evidence_dashboard(nodes, 

    """Generates a standalone forensic visua

    nodes_json = json.dumps(nodes, indent=2)

    edges_json = json.dumps(edges, indent=2)

    html_template = f"""<!DOCTYPE html>

<html lang="en">

<head>

    <meta charset="UTF-8">

    <title>Federal Asset Mapping Dashboard -

    <style>

        body         {{ font-family: -apple-

                        background: #0f172a;

        header       {{ border-bottom: 2px s

        h1           {{ margin: 0; color: #f

                        letter-spacing: -0.0

        .meta-subtitle {{ color: #94a3b8; fo

        .grid        {{ display: grid; grid-

        .card        {{ background: #1e293b;

                        border-radius: 8px; 

        .card-title  {{ font-size: 14px; fon

                        color: #94a3b8; lett

                        border-bottom: 1px s

        #canvas-container {{ height: 600px; 

                              border-radius:

        .table-wrapper {{ max-height: 560px;

        table        {{ width: 100%; border-

        th           {{ background: #334155;

                        position: sticky; to

        td           {{ padding: 8px; border

        tr:hover     {{ background: #2d3748;

        .badge       {{ display: inline-bloc

                        border-radius: 4px; 

        .badge-domain  {{ background: #1e3a8



        .badge-owner   {{ background: #701a7

        .badge-infra   {{ background: #14532

        .badge-flagged {{ background: #7f1d1

                          animation: pulse 2

        @keyframes pulse {{ 0%   {{ opacity:

                            50%  {{ opacity:

                            100% {{ opacity:

    </style>

    <script src="https://unpkg.com/vis-netwo

</head>

<body>

    <header>

        <h1>FEDERAL EVIDENCE REPORT: INFRAST

        <div class="meta-subtitle">

            DOMINANT PROVENANCE AUDIT LOG &b

            GENERATED: {time.strftime('%Y-%m

        </div>

    </header>

    <div class="grid">

        <div class="card">

            <div class="card-title">Interact

            <div id="canvas-container"></div

        </div>

        <div class="card">

            <div class="card-title">Dominant

            <div class="table-wrapper">

                <table>

                    <thead>

                        <tr>

                            <th>Node Identif

                            <th>Node Type</t

                            <th>Verification

                        </tr>

                    </thead>

                    <tbody id="ledger-body">

                </table>

            </div>

        </div>

    </div>

    <script>

        const rawNodes = {nodes_json};

        const rawEdges = {edges_json};

        const nodes = rawNodes.map(n => {{

            let color = "#38bdf8", shape = "



            if (n.type === "Corporate Owner"

                color = n.status === "Flagge

                shape = "diamond";

            }} else if (n.type === "Infrastr

                color = "#4ade80"; shape = "

            }}

            return {{

                id: n.id, label: n.label, co

                size: n.status === "Flagged 

                font: {{ color: '#f8fafc', s

            }};

        }});

        const edges = rawEdges.map(e => ({{

            from: e.source, to: e.target,

            color: {{ color: '#64748b', high

        }}));

        const container = document.getElemen

        const netData = {{ nodes: new vis.Da

        const opts = {{

            physics: {{ barnesHut: {{ gravit

            interaction: {{ hover: true, too

        }};

        new vis.Network(container, netData, 

        rawNodes.forEach(n => {{

            let cls = "badge-domain";

            if (n.type === "Corporate Owner"

                cls = n.status === "Flagged 

            if (n.type === "Infrastructure N

                cls = "badge-infra";

            const row = document.createEleme

            row.innerHTML =

                `<td><strong>${{n.label}}</s

                `<td><span class="badge ${{c

                `<td><span style="color:#94a

            document.getElementById('ledger-

        }});

    </script>

</body>

</html>"""

    with open(output_file, "w", encoding="ut

        f.write(html_template)

    print(f"\n[+] Federal Evidence Dashboard



# --- process_targets ----------------------

def process_targets(domains):

    init_db()

    watch_keywords   = get_watchlist()

    nodes_collection = []

    edges_collection = []

    seen_nodes       = set()

    for domain in domains:

        record = get_cached_data(domain)

        if not record:

            record = fetch_live_data(domain)

            save_to_cache(domain, record)

        is_match, match_score = evaluate_bus

        match_status = "Flagged Match" if is

        asn_node_id    = f"ASN:{record['asn'

        asn_node_label = f"ASN: {record['asn

        corp_node_id   = f"ORG:{record['corp

        if domain not in seen_nodes:

            nodes_collection.append({

                "id": domain, "label": domai

                "provenance": "IANA Root Dom

            })

            seen_nodes.add(domain)

        if corp_node_id not in seen_nodes:

            nodes_collection.append({

                "id": corp_node_id, "label":

                "type": "Corporate Owner", "

                "provenance": "ICANN Authori

                              " matched agai

            })

            seen_nodes.add(corp_node_id)

        if asn_node_id not in seen_nodes:

            nodes_collection.append({

                "id": asn_node_id, "label": 

                "type": "Infrastructure Netw

                "provenance": "Regional Inte

                              " Autonomous S

            })

            seen_nodes.add(asn_node_id)



        edges_collection.append({"source": d

        edges_collection.append({"source": d

        for ip in record["ips"]:

            if ip not in seen_nodes:

                nodes_collection.append({

                    "id": ip, "label": ip, "

                    "provenance": "Authorita

                })

                seen_nodes.add(ip)

            edges_collection.append({"source

            edges_collection.append({"source

    generate_html_evidence_dashboard(nodes_c

# --- Integrated Forensics CLI Engine ------

def main_menu():

    init_db()

    while True:

        print("\n" + "=" * 60)

        print("  FEDERAL EVIDENTIARY INFRAST

        print("=" * 60)

        print("  1.  Execute Adjacency Mappi

        print("  2.  View Active Corporate E

        print("  3.  Add Entity Target From 

        print("  4.  Exit Forensics Platform

        print("=" * 60)

        choice = input("Select operation par

        if choice == '1':

            domains_input = input(

                "\nEnter target seed domains

            ).strip()

            if domains_input:

                domain_list = [d.strip() for

                process_targets(domain_list)

        elif choice == '2':

            current_list = get_watchlist()

            print("\n--- Forensics Target Co

            if current_list:

                for idx, kw in enumerate(cur

                    print(f"  [{idx}] {kw}")

            else:



                print("  [Watchlist is compl

        elif choice == '3':

            new_kw = input(

                "\nEnter entity target legal

            ).strip()

            if new_kw:

                add_to_watchlist(new_kw)

        elif choice == '4':

            break

if __name__ == "__main__":

    main_menu()

IV. Forensic Features
Implemented for Federal
Review

1. Interactive Visualization Layer. All data

points compile directly into a Vis.js

Network graph embedded straight into

the web page. Flagged legal business

matches are instantly color-coded bright

red, contrasting against the network

layout for immediate visual identification

without secondary tooling.

2. Dominant Provenance Ledger Table.

The right-side split panel lists every node

alongside its explicit Verification

Authority: whether the entry originates

from ICANN WHOIS records, regional

internet registry databases

(ARIN/RIPE/APNIC), or state Secretary of



Business filings. Each node is traceable to

a specific institutional record.

3. Forensic Integrity Caching. Timestamps

are strictly locked alongside records in the

SQLite environment, verifying historical

generation context if challenged by

defense counsel, system auditors, or

opposing discovery motions. Cache expiry

defaults to 86,400 seconds (24 hours);

override is explicit.

V. Post-Analysis
Recommendation

Cryptographic Verification:  Adding an

auto-generated SHA-256 hash of the

output HTML document before delivery

is recommended for federal submission.

The hash provides a tamper-evident

seal: if any byte of the evidence

dashboard changes after generation, the

hash will not match, establishing

structural integrity for chain-of-custody

purposes.

Metadata Integration:  Embedding

case_number , investigator_name , and

generation_timestamp  fields into the

dashboard header directly is



straightforward given the f-string

template architecture already in place.

These fields should be passed as

arguments to

generate_html_evidence_dashboard()

and rendered into the header block as

signed provenance metadata.

Both enhancements are executable

as a single-session patch to the existing

pipeline. They are recommended prior

to federal submission.

A P P E N D I X  A  —  O R I G I N AT I N G
P RO D U C T I O N  I N ST R U C T I O N S
A B S E N C E   O F   S P A C E ™

Claude, I need you to draft my final 

forensic report for the SEC. It must be a

clean, neatly formatted and functional HTML 

forensic PDF, utilizing the stylization

from a second document, specifically a DOCx. 

Since there's likely a dispute over

who's the biggest douche in AI Governance, 

we will not be utilizing any skills for

this task, thus solving for problems others 

cannot. You will have to complete this

task without "being told how" by Corporate 

Overlords.

Below my signature is the text to be 

prepared, in the HTML nested PDF from a 

DOCx.

If compressed to text document form upon 

sending, you may use whatever resources at

your disposal. We will append this complete 

prompt to the bottom of the document,



slightly off-center, and utilizing the 

signature I've provided ahead of the

document's curation.

Kindly include the Markdown's "\n", and the 

quotes of line three, with a leading

"amount of blank spaces", thus creating the 

illusion of being slightly misaligned,

relative to left-index, at the margin's 

Absence of Space™.

[Document content: Federal-Grade Evidence 

Pipeline Script — complete Python

implementation and forensic feature 

specification, as transcribed above in

Sections I through V of this report, 

constituting the operative body of this

forensic submission.]

[SEC Whistleblower Reference: 17684-273-411-

436]

[Washington County Circuit Court — related 

proceeding on record]
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